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[bookmark: chipping-norton-town-council]Chipping Norton Town Council
[bookmark: X004f7eda70dab7e793d11d212b4861cf6ae6aa6]Use of Information Technology (IT) Policy

[bookmark: scope]Scope
1. This policy applies to all users of Chipping Norton Town Council IT systems whether these are used at work, at home, or elsewhere. It applies to councillors, employees, contractors, temporary staff, agency staff, volunteers, and any other individuals authorised to use Town Council IT systems.

[bookmark: policy-statement]Policy Statement
1. Any breach of this policy, whether deliberate or through negligence, may result in disciplinary action and, where appropriate, legal action.

[bookmark: introduction]Introduction
1. Every user is responsible for the proper, lawful, and appropriate use of Town Council IT equipment and systems. 
1. Chipping Norton Town Council IT equipment must not be used to create, access, store, transmit, or distribute material that is illegal, offensive, defamatory, discriminatory, or likely to bring the Town Council into disrepute.

[bookmark: user-responsibilities]User Responsibilities
1. As a user of Chipping Norton Town Council IT facilities, you are responsible for:
· Reporting concerns about inappropriate use of IT systems under the Town Council’s Whistleblowing procedure
· Informing the appropriate IT support provider or your line manager if you believe your login details may have been compromised
· Safeguarding personal data and confidential information in accordance with data protection legislation
· Reporting suspected virus infections, cyber security incidents, or data breaches immediately
· Ensuring that any personal use of Town Council IT equipment is minimal, reasonable, and does not interfere with work duties or compromise system security

[bookmark: manager-responsibilities]Manager Responsibilities
1. Managers are responsible for ensuring that all users within their area of responsibility are aware of this policy and comply with its requirements.

[bookmark: privacy-and-monitoring]Privacy and Monitoring
1. IT systems may be monitored and audited for operational, security, and management purposes. Users should not assume personal privacy when using Town Council IT systems.
1. Systems may be accessed by authorised personnel during an individual’s absence where necessary to ensure business continuity.

[bookmark: X84e53faece90b90947dd08b854eae6a933b64dc]Security and Integrity of Systems and Equipment
1. Accessing inappropriate websites or services on any device via the IT infrastructure that is paid for or provided by the council carries a high degree of risk, and, for employees, may result in disciplinary action, including summary dismissal (without notice). For Workers or Contractors, we may terminate the worker agreement. This is irrespective of the ownership of the device used. An example would be downloading copyright music illegally or accessing pornographic material. 

1. Use of Town Council IT equipment must be authorised. Users will be issued with individual user IDs and passwords, which must not be shared.
1. Users must:
· Keep passwords secure and confidential
· Lock or log out of devices when unattended
· Not remove or bypass security measures
· Ensure laptops, tablets, and mobile devices are protected by passwords or PINs
· Use MFA or 2-FA when possible
· Obtain authorisation before installing software on Town Council equipment
· Not change system configurations unless authorised
· Not access systems for which they are not authorised
· Not connect personal equipment or storage devices to Town Council systems unless authorised
· Not remove IT equipment from Council premises without permission
· Ensure important documents are stored on approved network locations or securely backed up

12. Users are responsible for all activity carried out using their login credentials.
13. IT facilities must not be used to access, transmit, or share confidential Town Council or personal information without appropriate authority.

[bookmark: use-of-email]Use of Email
1. Confidential information must not be sent outside the Town Council network unless appropriately protected (e.g. encryption or password protection).
1. Users must maintain good data housekeeping, complying with data retention policies.

[bookmark: remote-and-home-working]Remote and Home Working
16. This policy applies equally when working remotely or from home using Town Council or personal equipment.
17. Highly sensitive documents must be password protected or encrypted.
18. Arrangements should be in place to ensure business continuity where information is encrypted
19. Papers, files, data sticks/storage, flash drive or backup hard drives should not be left unattended in cars, except where it is entirely unavoidable for short periods, in which case they must be locked in the boot of the car. If staying away overnight, council data should be taken into the accommodation, care being taken that it will not be interfered with by others or inadvertently destroyed

20. Users must be connected to a secure, password-protected network when working remotely.

21. Use of free WIFI access networks should be avoided, such as in airports. In cases where there are no secure WIFI access networks available, users should use a reliable VPN. 

[bookmark: use-of-the-internet]Use of the Internet
22. Acceptable use guidelines include:
· Not accessing inappropriate or illegal websites
· Respecting copyright and intellectual property rights
· Not using IT systems for personal business, fundraising, advertising, or political activity unrelated to Council business
· Limited personal internet use in the user’s own time
· Not using peer-to-peer file sharing or unauthorised messaging services
· Not engaging in online gambling, auctions, or trading

[bookmark: personal-use-of-systems]Use of AI
23. AI is permitted to streamline processes and to automate time consuming tasks, including summarising long documents, enhancing clarity in formatting, and strengthening responses to match existing policies

24. Town Council staff will receive appropriate training on the use of AI and how it can be applied during the regular course of work

25. Users must clearly mark when a piece of work has been wholly or partially generated by AI

26. Users must not: 
· Upload confidential information to AI 
· Use or distribute material generated AI content without checking for accuracy
· Use AI to iterate copyrighted material without the consent of the original author

Personal Use of Systems
27. Limited personal use is permitted in the user’s own time, including reasonable communication with family, professional bodies, and education providers from secure sites.

28. Users must not:
· Purchase goods for personal use with Town Council devices
· Store personal logins on Town Council devices
· Use their position with the Town Council for personal advantage.

29. Mobile phone use:
· Keep personal calls to a minimum during work time
· Comply with the Town Council’s policies on mobile phone use
· Hands-free use of mobile phones is the only permitted use while driving
· Not use devices to access or distribute offensive or prohibited material
· Reimburse the Council for personal use where applicable
[bookmark: mobile-phones-and-devices]
[bookmark: monitoring]Monitoring
30. Information relating to network and system usage may be logged for:
· Security and system management
· Business continuity
· Compliance with Town Council policies and legal obligations

[bookmark: misuse-of-ict-systems]Misuse of IT Systems
31. Misuse or excessive personal use of IT systems may result in disciplinary action, which could include dismissal. Illegal activity will be reported to the police where appropriate.

[bookmark: related-policies-and-documents]Related Policies and Documents
· Data Protection Policy
· Disciplinary Procedure
· NALC Code of Conduct
· Dignity at Work Policy
· Flexible Working Policy
· Whistleblowing Policy

[bookmark: review]Review
32. This policy will be reviewed periodically by Chipping Norton Town Council to ensure it remains up to date with legislation, best practice, and operational requirements.

Adopted by Chipping Norton Town Council 9th February 2026
Date of next review: February 2027
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